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Outline 

• Side-channel analysis
• Power side-channel attack
• Power side-channel countermeasures
• Countermeasure implementation considerations
• Proposed hybrid countermeasure approach
• Domain-oriented masking
• DOM in processor pipelines
• DOM ISA
• Outlook and conclusion
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Side-Channel Analysis
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Power Side-Channel Attack

• Data processed contributes to the power

Source: Wikipedia
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Power SCA Countermeasure masking
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m = d ⊕ r

d: data to mask

𝑟𝑟 ~ 𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟

Shares: m, r
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Source: regmedia.co.uk

Masking Implementation

• In hardware
• Threshold implementation (TI)
• Domain-oriented masking

• In software
• Masking

• Additional tweaks 
• Skiva [1] 

[1] P. Kiaei, D. Mercadier, PE. Dagand, K. Heydemann, and P. Schaumont “Custom Instruction Support for Modular Defense against Side-channel and Fault Attacks”, COSADE 2020.

Actual calculation Additional steps

Register allocation
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Implementation Consideration
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Source: Wikipedia

Power consumption ~ share1 ⊕ share2
Power consumption ~ data

Share 2
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Hybrid Approach

• Goal: protect the software
• Apply countermeasures to the 

processor hardware
• Only the pipeline

• Related work: 
• De Mulder et al. [2]: TI

[2] De Mulder, Elke, Samatha Gummalla, and Michael Hutter. “Protecting RISC-V against side-channel attacks.” 2019 56th ACM/IEEE Design Automation Conference (DAC). IEEE, 2019.
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Domain-Oriented Masking [3]

• To each share, its own domain!

[3] Groß, Hannes, Stefan Mangard, and Thomas Korak. "Domain-Oriented Masking: Compact Masked Hardware Implementations with Arbitrary Protection Order." TIS@ CCS. 2016.
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L: linear
AL = f(Ax , Ay)
BL = f(Bx , By)

NL: non-linear
ANL = f(Ax , Bx , Ay , By)
BNL = f(Ax , Bx , Ay , By)

resharing
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DOM in Pipeline Stages

• Design principles:
1. Separating the secure and the unprotected parts of the processor
2. Protecting the secure part

Applying DOM with 2 shares

Domain A Domain B

Duplicated memory elements
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• Universal set of instructions:
• Linear: 

• Not: 𝑞𝑞 = ~𝑥𝑥 Aq = ~ Ax Bq = Bx dom.not rd, rs1, rs2

• Xor: 𝑞𝑞 = 𝑥𝑥 ⊕ 𝑦𝑦 Aq = Ax ⊕ Ay Bq = Bx ⊕ By dom.xor rd, rs1, rs2

• Non-linear: 
• And: 𝑞𝑞 = 𝑥𝑥 .𝑦𝑦
dom.and rd, rs1, rs2

• Or: 𝑞𝑞 = 𝑥𝑥 + 𝑦𝑦
dom.or rd, rs1, rs2

DOM ISA
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DOM ISA

• Special instruction: one-bit add  
• Sum: 𝑆𝑆 = 𝑥𝑥 ⊕ 𝑦𝑦⊕ 𝑐𝑐𝑖𝑖
• Carry-out:  𝐶𝐶𝑜𝑜= 𝑥𝑥 ⊕ 𝑦𝑦 . 𝑐𝑐𝑖𝑖 + 𝑥𝑥.𝑦𝑦

dom.add rd, rs1, rs2
Carry special register
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Opcode Mapping and Mnemonics

Funct7 Funct3 Opcode Mnemonic 

0000000 000 0001011 dom.not

0000000 001 0001011 dom.xor

0000000 010 0001011 dom.and

0000000 011 0001011 dom.or

0000001 000 0001011 dom.add
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Outlook and Conclusion

• Experimental security assessment
• Expansion of the DOM instruction set

 The gap between ISA definition and implementation is not in favor of 
security claims. 
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Thank you

Discussion
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