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RISC-V Qutline

e Side-channel analysis

* Power side-channel attack

* Power side-channel countermeasures

e Countermeasure implementation considerations
* Proposed hybrid countermeasure approach

e Domain-oriented masking

e DOM in processor pipelines

e DOM ISA

e Outlook and conclusion



RISC.Y Side-Channel Analysis
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RISC.V Power Side-Channel Attack

e Data processed contributes to the power
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Source: Wikipedia




RISC.V Power SCA Countermeasure masking

d: data to mask

Correlated to secret

r ~uniformrandom

input output
m=d @ r
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RISC.Y Masking Implementation

* In hardware

e Threshold implementation (TI)
e Domain-oriented masking

Source: regmedia.co.uk

Register allocation

# two-share NINA Secure Multiplication
# input: (a),
i (b),
# (random) ,
# (fault flags)
* I[n software U b [
# (accumulated fault)
. # step 1: clear input in case of a fault
L] MaSk|ng NOT %15, %04 #
AND 312, %04, %06 #
- # step 2: calculate AND result
L Addltlonal tweaks AND %13, %06, %05 # partial product 1
A | | | . SUBROT %06, 2, %10 # share-rotate
. ctual calculation | | awp %13, %10, %03 # partial product 2 s
¢ Sklva [1] XOR %10, %10, %10 # Elear SUgROT output AddltlonaISteps
XOR %05, %14, %02 # random + parprod 1
XOR %02, %03, %0l # + parprod 2
# step refresh the output

3
SUBROT %i4, 2, %11 # parallel refresh

XOR zol, %11, %00 # output

# step 4: update fault flags

FTCHK %00, imm, %g5 # imm depends on Rs and Rt
OR %g5, %i5, %i5 #

[1] P. Kiaei, D. Mercadier, PE. Dagand, K. Heydemann, and P. Schaumont “Custom Instruction Support for Modular Defense against Side-channel and Fault Attacks”, COSADE 2020.
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RISC.Y Implementation Consideration
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RISCY Hybrid Approach

Write Back
wB

Instruction Decode Execute

Register Fetch Address Calc. Memory Access

ID EX MEM

e Goal: protect the software .

* Apply countermeasures to the e T L
processor hardware -
* Only the pipeline ) ]_

e Related work: I }EF

e De Mulder et al. [2]: Tl
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[2] De Mulder, Elke, Samatha Gummalla, and Michael Hutter. “Protecting RISC-V against side-channel attacks.” 2019 56th ACM/IEEE Design Automation Conference (DAC). IEEE, 2019
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RISCY Domain-Oriented Masking (3]

* To each share, its own domain!

L: linear
A =f(A,, )
B, =f(B,, y)

NL: non-linear
NL = f(A
By = f(A

B)

'BV) 4mmm resharing
» By

X7 X’

X7 X'

[3] GroR, Hannes, Stefan Mangard, and Thomas Korak. "Domain-Oriented Masking: Compact Masked Hardware Implementations with Arbitrary Protection Order." TIS@ CCS. 2016.
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RISCY DOM in Pipeline Stages

e Design principles:
1. Separating the secure and the unprotected parts of the processor

2. Protecting the secure part
Applying DOM with 2 shares

unprotected datapath

Domain A Domain B

ID

ey instr @

protected datapath

Duplicated memory elements
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RISC.Y DOM |SA

e Universal set of instructions:
e Linear:

* Not: ¢

* Xor: q

 Non-linear:

~X A, =~ A, B, =B, dom.not rd, rsl, rs2

x Dy Aq=AX€BAy Bq=BX@By dom.xor rd, rsl, rs2

instruction €y
. — domain A B
° =
And- q x . y Cyclc I _»—l?;] f— _»il:r . "_lfj Bf] — B;}. . BU
dom.and rd, rsl, rs2 (Zo rekd) A2 = By & Zo Bia = Ay, & Zo
\ 7 Az = Ax - 2o Btz = By - Zg
syele 2 } . o, N . .
E?’l Cl'eq’d) Ag = A1 Az - Ao © A3 © 2 Bq = Bt1 @ By - Bi2 @ Btz @ 2
* Or: qgq=x+Yy
dom.or rd, rsl, rs2 instruction T+
domain A B
wele Ay = Ag - -‘1!; Bt1 = Ba 'B.r.!
cycle 1 Ay = B, ® Zo B> = A, ® Zo

(Zo req’d) A = Ay - Zo Bis = By - Zo

cycle 2

(Zl l'Cq‘L'l) ‘1r,‘ — 1: ® i‘llr,r ©® i‘llfl @b lr ' "1!‘.3 @ -'Lfl'{ ® Zl Bf; = B.:' ® B.r,r & Bl’l &) B.r‘ . B!Q ) B{R ©® Z]
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DOM ISA

* Special instruction: one-bit add
. Carry special register
S=x @}’@ dom.add rd, rsl, rs2

e Sum:
e Carry-out:

(x@y).ci+x.y

instruction (rdy)-c;+x-y
domain A B
"'_11‘.1 — 14:1‘ ¥ fly Btl — B;?.‘ D By
cycle | Ao = Be, @ 2o Bio = A, @ Zo
(ZO ZQ req’d) le” — (xﬂl;zt @ xq_y) . ZO BI‘B — (B;r 3%, By) y ZO
’ Ay = By @ Zo By = Ay ® 24>

44‘1‘5 = fjl;z? . ZQ

Bis = B, - Z>

cycle 2 Aqg = A1 - A, © Ay - A2 D Az & £ By = Bty - Be, © By1 - By2o © Bz @ 23
(Z1, Z3 req’d) Ap = Az - Ay @ Az - Apa © Ats © 23 By = Bs - By @ By - Bta © Bis @ Z3
cycle 3 Ate = By & Z4 Big = Ay B Z4

(Z4 req’d) Apr = Aa - 2y Bi7 = Ba - Z4

cycle 4

(Z5 req’d)

Ac, = Aa © A O Aa - Ay © Aa - Ate © A7 @ Zs

BC.‘“ = Ba & Bb S%; Ba . Bb Q% Ba. : BTG & Bf? & Z“}

12



RISC.Y Opcode Mapping and Mnemonics

inst[4:2] 000 001 010 011 100 101 110 111
inst[6:5] (> 32b)
00 LOAD LOAD-FP | custom-0 | MISC-MEM | OP-IMM | AUIPC OP-IMM-32 48b
01| STORE | STORE-FP | custom-1 AMO OopP LUI OP-32 64b
10| MADD MSUB NMSUB | NMADD OP-FP | reserved | custom-2/rv128 48b
11 | BRANCH JALR reserved JAL SYSTEM | reserved | custom-3/rvi28 | = 80b
31 27 26 25 24 20 19 15 14 12 11 7 6 0
funct? ‘ rs2 rsl funct3 | rd opcode | R-type
imm|[11:0] rsl funct3 rd opcode I-type
imm[11:5] rs2 rsl funct3 imm[4:0] opcode S-type
imm|[12]10:5] rs2 rsl funct3 | imm[4:1[11] opcode B-type
imm|31:12] rd opcode U-type
imm[20[10:1|11]19:12] rd opcode J-type
Funct?7 Funct3 Opcode Mnemonic
0000000 000 0001011 dom.not
0000000 001 0001011 dom.xor
0000000 010 0001011 dom.and
0000000 011 0001011 dom.or
0000001 000 0001011 dom.add
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RISC.Y OQutlook and Conclusion

* Experimental security assessment
e Expansion of the DOM instruction set

» The gap between ISA definition and implementation is not in favor of
security claims.



RISCY Thank you

Discussion
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