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RISC.V Overview

* RISC-V Physical Memory Protection (PMP) is not yet supported by many
embedded operating systems.

* We implemented support for userspace on Zephyr RTOS using PMP.
* Threads are sandboxed to prevent a malicious compromise.

* Programming errors cause thread termination rather than silent kernel corruption.

* We propose an extension to the RISC-V ISA.
e Standard RISC-V cannot support userspace and secure enclaves simultaneously.

* This could be done with a two-tiered PMP design.
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Implementing Userspace on
Zephyr RTOS ‘

e Motivation for this work

e Performance |

<
+ Quirks of the RISC-V ISA Zephyr
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RISC.Y Current RTOS Support for RISC-V PMP

Most open source RTOSes support RISC-V 32-bit | 64-bit PMP
architectures, but
FreeRTOS X
* all code (kernel and threads) run in M-mode
_ Mynewt X X
* PMP hardware is never used
, NuttX X X
Hardware-backed memory protection
requires support from the build system. Pharos X X
* TOR addressing is the easiest to implement. RIOT X X
* NAPOT addressing requires perfect alignment
of thread stacks. Tock X TOR only
. Zephyr RTOS
Zephyr RTOS has a robust build system for slad

memory alignment.

* pull request under review



RISC.Y Zephyr RTOS System Call Performance

* Our userspace implementation
supports both TOR and NAPOT.

e Other architectures (ARC, Arm) only
support NAPOT regions.

e System call performance
* With TOR enabled, instructions do not

execute in a predictable number of cycles.

 NAPOT is significantly faster to compute
in hardware.

Mode PMP | Instructions CPU Cycles
M N/A 4 7
U TOR 401 10000 to 20000
U NAPOT 401 5276

Zephyr RTOS system call latency on the HiFivel Rev B.
These results may not reflect the final upstream code.



RISC.Y Problem: Which state am | in?

* Zephyr kernel API calls begin by checking the current privilege level.
* This facilitates a single API for both privileged and unprivileged code.

e Calls from unprivileged code trap into the system call handler.
* There is no way to check the current privilege level in RISC-V.
e Other architectures (ARC, Arm and x86) can do this in one instruction.

* This results in a significant performance overhead and hacky software
workarounds.



Workaround 1 of 3:
Implement a dedicated system call.
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CSrr , mcause . -
13 t1, RISCV USER ECALL The mcause register indicates

1i t2, RISCV MACHINE ECALL the reason the CPU has trapped
1i t3, _ SYSCALL IS USER CONTEXT into the ISR.

beq , €1, handle user syscall

beq , £t2, handle machine syscall

handle user syscall:

be , £t3, 1s user context . .
4 ~ ~ The a7 register contains the

system call ID.

handle machine syscall:

beq , t3, 1s machine context



Workaround 2 of 3:
Attempt a restricted operation.
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SECTION FUNC(TEXT, arch is user context)

arch is user context fault start:

This operation might fault.

csrr t0, mstatus

arch is user context fault end:
1i a0, 0
ret

arch is user context fixup:

Jump here from ISR if a fault
1li a0, 1

occurred.

ret



Workaround 3 of 3:

RISC;\
Use a global flag. 0x0

p 202

Y, ) PMP 0: NAPOT, RX
text

* The CPU state is stored as a ROM : PMP 1: NAPOT. RO
global flag in RAM. rodata

* Requires one PMP NAA4 register. W : PMP 2: NAG. RO

* The flag is toggled on each context
switch.

«—— PMP 3: NAPOT, RW
* Better performance than the

alternatives.

0%
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Various application C files built with kernel

K_APPMEM_PARTITION_DEFINE (partition_foo);
K_APP_DMEM(partition_foo) unsigned int x =
K_APP_BMEM(partition_foo) int y;
K_APP_BMEM(partition_foo) char z[128]

K_APPMEM_PARTITION_DEFINE(par‘t'it'i on_bar);
K_APP_DMEM(partition_bar) int courge = 9;
K_APP_BMEM(partition_bar) int grault[7];

Third-party library libbaz.a file

int fred = 12;
unsigned long Tong plugh = 378;

gen_app_partitions.py

.data 4

int xyzzy[200] ; -1 1ibbaz.a partition_baz (in makefiles)

bss

Adjusted Size for Cortex-
M7

partition_foo 128 +4+4 =136 256 (next power of 2)
4+(4*7)=32 32
(200*4)+8+4 =812

partition_bar

partition_baz 1024 (next power of 2)

https://docs.zephyrproject.org/latest/reference/usermode/memory_domain.html

partition_baz -

partition_foo =

partition_bar _{

fred
plugh

Xyzzy
padding
X

y
z

padding
courge

grault

other kernel
memory

partition_foo
partition_bar
partition_baz

}

Zephyr RTOS Memory Domains

generated linker script fragment, included by main linker.ld

contents populated by linker

symbols

app_smem
data section in
final zephyr.elf
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Enclave Support in Embedded
R\SC V Architectures

Overview of related architectures
* Proposal for a new RISC-V based enclave architecture

* Implementation plan



RISC.V Related: Arm TrustZone-M™

https://developer.arm.com/documentation/100690/0200/Switching-between-Secure-and-Non-secure-states?lang=en

EaCh WOI‘/d haS a dEdlcatEd M PU . Non-secure Callable region Secure region

veneer entry function

* The non-secure world supports an RTOS
(e.g., Zephyr).

* The secure world runs critical applications
(see Trusted Firmware-M).

Internal
functions of
executable

chain and the
toolchain

veneer entry function

veneer entry function

Vector secure
gateway veneers
Secure code

veneer entry function

Untrusted code can make secure API
calls via a secure gateway.

Secure data

Secure | Non-secure

Function caIi/IRQ/return Heap Global data

Handler mode Handler mode

This architecture supports both
userspace memory protection and
secure enclaves.

IRQ/return IRQ/return

Can this be done on RISC-V?

|
|
|
* Not without extensions. :

Thread mode Thread mode

t
Function call/IRQ/return
|
1




SECRRISC.V Related: HexFive MultiZzone™

* Application code runs in U-mode
zones enforced by PMP. Zone #1 Zone #2 Zone #3 Zone #4

* Context switching is handled by a Key
RTOS TCP/IP Stack ManayCiment TEE CONSOLE

security monitor in M-mode.

[FrEERTOS] [pICOTCP] [WOIfSSL] [M ultIZone]

InterZone™ Secure Communications

) Th’li’l d Zz:cs)aglgelilgr:‘g;)g\spatl ble Hex Five MultiZone™ nanoKernel
with u P | X300 Bitstream (RV32ACIMU + Ethernet)

* The applications (e.g., an RTOS)
cannot reconfigure PMP.

* |s this a reasonable tradeoff?
https://content.riscv.org/wp-content/uploads/2019/03/15.05-RISC-V-Security-Multizone-v-TrustZone-3-12-19.pdf

* We would argue no.

First International Workshop on Secure RISC-V Architecture Design Exploration (SECRISC-V'20)



RISC./ Related: Keystone Enclave

Untrusted ( Enclave 1 m
nclave
E’ (U-mgz(;; App | = | App Encl(eé\;epé)pp1 “"| | Eapp 2
e I/ < e ) At o s - * The OS and secure enclaves run
S i 0] ting Syst . .
2 Smode) | oy [Runtime RN 1]| | [ AT2 || in S-mode, separated by PMP.
O - Cmmrmrormrozorz mm——————— | Smem———r
LT | Machi
S M-mode) Security Monitor (SM) * U-mode processes are
e ———————————— ) protected by the MMU.
Hardware RISC-V Cores | | Optional H/W Features | | Root of Trust

 Constrained embedded
systems do not have an MMU.

Dayeol Lee, David Kohlbrenner, Shweta Shinde, Krste Asanovié, and Dawn Song. 2020. Keystone:
an open framework for architecting trusted execution environments. In Proceedings of the
Fifteenth European Conference on Computer Systems (EuroSys '20). Association for Computing
Machinery, New York, NY, USA, Article 38, 1-16. DOI:https://doi.org/10.1145/3342195.3387532



RISC.Y Proposed ISA Enhancement

31 0
* We propose a modification to the pmp3cfg | pmp2cfg [ pmplcfg| pmpOcfg
pmpcfgX registers. ~____---"T |
* Bits 5 and 6 of each region field are I“— T
currently unused. L | unused A X|W[R
* One of these can be used as an S-mode /6 5 4 3 2 1 0
enable flag. r \
* S-mode would subdivide its memory U-mode | Thread 1 ][ Thread 2.
space to restrict U-mode.
* This would facilitate embedded S-mode | RTOS ) [ TEE 1 ][ TEE2 |
RISC-V implementations with three f
privilege levels. M-mode Security monitor




RISC.Y Ongoing Work

* Userspace port to LiteX VexRiscv

* VexRiscv is an open source embedded RISC-V
implementation written in SpinalHDL.

e Zephyr supports this platform but userspace has
only been tested on the HiFivel Rev B.

* S-mode PMP prototype on VexRiscv

e Software support for the new architecture
* Viable security monitor and enclaves.

* Additional Zephyr modifications.
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Thank you!

Samuel Lindemer

samuel.Lindemer@ri.se



