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• Industry solutions (SGX, SEV, TrustZone) vulnerable to side-channel 
attacks and miss features (I/O) 

• Solutions (often) require HW modifications

• Open HW concept of RISC-V propels research on enclave computing
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• Enclaves in user level

• OS manages enclaves and provides 
services (e.g., I/O, interrupt handling) 

• SM checks OS management decisions

• Custom circuitry in MMU protects 
enclaves and SM memory

• Cache side-channel protection through 
page coloring,  influences OS memory 
layout
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• Sensitive services and usage scenarios are highly diverse 
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• Goal: Customizable enclave adapt to sensitive services

• We tackled this problem with CURE by providing multiple enclave types

• Research proposals don’t ignore side-channel attacks

• Open Challenges: 

• Low-overhead (performance and memory) side-channel resilient cache architecture for enclaves

• Enclave architectures for Network-on-Chip platforms
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