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#include <stdio.h>
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{

printf("Hello, Albert!\n");
return 90;
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#include <stdio.h>
int main()
{

return 0;

// Albert, this is a comment line!
printf("Hello, Albert!\n");
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We are systematically
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#include <stdio.h>
int main()

// Albert, this is a comment line!

printf("Hello, Albert!\n");
return 90;
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#include <stdio.h>
int main()
{

return 90;

O

C program

// Albert, this is a comment line!
printf("Hello, Albert!\n");
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return 90; -
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Name Reg Number Usage Preserved across call?
zero x0 The constant value 0 Yes
ra x1 Return address Yes
sp X2 Stack pointer Yes
ap X3 Global pointer Yes
tp x4 Thread pointer Yes
t0 —t2 x5 — x7 Temporary registers No
sO/fp x8 Frame pointer Yes
sl X9 Saved register Yes
a0 - al x10 — x11 Function No

arguments/Return values

a2 — a7/ x12 —x17 Function arguments No

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS
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Program memory management

Higher  Bottom of
Addresses the stack

A
Top of the
stack
Lower
Addresses

STAM Center
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>
Stack Segment Variable Size
[Stack frames consisting of parameters,
return addresses and local variables]
>
* Free space
Heap Segment
[Dynamic variables managed by Variable Size
malloc(), free(), etc.]
BSS Segment Fixed Size
[Initialized global and static variables]
Data Segment : -
[Initialized global and static variables] Fixed Size
Text Segment Fixed Size

[Program code]
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Program memory management

fp/sO—>

Stack Segment
[Stack frames consisting of parameters,
return addresses and local variables]

sp >

» And albert gloriously
declares:
= | simply cannot
and will not lose
myself!!!

9P —»

!

Heap Segment
[Dynamic variables managed by
malloc(), free(), etc.]

Variable Size

Free space

Variable Size

BSS Segment

[Initialized global and static variables]

Fixed Size

Data Segment

[Initialized global and static variables]

Fixed Size

pc —»

STAM Center
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Text Segment

[Program code]

Fixed Size
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int vall = 5;
int val2;
int valld = 2;

int vala[3] = {7,8,9};

char stringl[] = "abc";
{lalllblllcl};

char string2[3]

char arrayl[5];
int array2[2];
short int array3[3];

RISC-V Assembly

int foo (int numl, int num2, int num3, int

result = (numl + num2) - (num3 + numé)

numé )
{
int result;
return result;
}

void main(void) {

array2 [0] = foo(vall, val2, val3, vald[l]);

}

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS

14

vall:
.word
val2:
.Zero
val3:
.word
vald:
.word
.word
.word
stringl:

.string

string2:
.byte
.byte
.byte
arrayl:
.Zero
array2:
.Zero
array3:
.Zero

(o]

abc

97
98
99

FSil
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vall:
val2:
val3:

vald:

.word

«Z€ro

.word

.word

.word
.word

stringl:

string2:

byte
byte
byte

arrayl:

zero

array2:

zero

array3:
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RISC-V Assembly
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Program memory management

fp/sO—>

Stack Segment
[Stack frames consisting of parameters,
return addresses and local variables]

sp >

!

Heap Segment
[Dynamic variables managed by
malloc(), free(), etc.]

Variable Size

Free space

Variable Size

BSS Segment

[Initialized global and static variables]

y

Fixed Size

pc —»

Text Segment

[Program code]

Data Segment % ,
ap [Initialized global and static variables] ixed Size

Fixed Size
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RISC-V Assembly

valls Address | Value Address | Value
.word 5
val2: 0 S C /
.zero 4 1 0 D 0
val3:
.word 2 2 0 E 0
vald:
.word 7 3 0 F 0
.word 8
.word 9 4 ? 10 8
stringl:
.string "abc" S ? 11 0
string2:
.byte 97 6 ? 12 0
.byte 98 7 ? 13 0
.byte 99
arrayl: 8 2 14 9
.zero 5
array2: 9 0) 15 o)
.zero 8
array3: A 0 16 0
.zero 6 B 0 17 0

STAM Center
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il Address | Value Address | Value
-word 3 8000 5 800C 7

val2:

-zero 4 8001 o) 800D o)
val3:

.word 2 8002 0 800E 0
vald:

.word 7 8003 o) 800F 0

.word 8

.word 9 8004 ? 8010 8

tringl:

S iring "abe” 8005 ? 8011 0

tring2:

S ?byte o7 8006 ? 8012 o)
-byte 98 8007 ? 8013 o)
.byte 99

arrayl: 8008 2 8014 9
.zero 5

array2: 8009 0) 8015 o)
zero 8

2 Program code addresses vs. hardware 800A 0 8016 0

addresses 800B 0 8017 0

STAM Center
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RISC-V Assembly

EALLE Address | Value
.word 5 5018 >
val2:
.zero 4 3019 xea
val3:
.word 2 S01A 0xE3
vald:
.word 7 301B 0
.word 8
.word 9 801C Ox61
tringl:
; rJ-ng.jstring "abc" 801D 0Ox62
string2:
.byte 97 801E 0x63
.byte 98 SO1F >
.byte 99
arrayl: 8020 7
.zero 5
array?2: 8021 2
zera 8
2 Program code addresses vs. hardware 8022 ?
addresses 8023 ?

STAM Center
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RISC-V Assembly — Let's Go All In

int vall = 5;

int val2;

int val3d = 2;

int val4[3] = {7,8,9};

char stringl[] "abc";
char string2[3] = {'a','b','c'};

char arrayl[5];
int array2[2];
short int array3[3];

int foo (int numl, int num2, int num3, int
num4 )
{
int result;
result = (numl + num2) - (num3 + numéd) ;
return result;

}

void main(void) {
array2 [0] = foo(vall, val2, val3, vald[l]);
}

STAM Center
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RISC-V Assembly — Let's Go All In

int
int
int
int

char
char
char
int
short

int foo (int numl,

numé )

{

vall = 5;
val2;
val3d = 2;

vald[3] = {7,8,9};

stringl[] =
string2[3] =

|labc";
{lalllblllcl};

arrayl[5];
array2([2];
int array3([3];

int num2, int num3, int

int result;

result =

(numl + num2) - (num3 + numé4) ;

return result;

}

void main(void) {

array2 [0] =

}

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS

foo(vall, val2, val3, vald[l]);

Note that: numl, num2, num3 and num4 are
a0, al, a2, and a3, respectively.

foo:

add t0,a0, zero # move numl into tO
add tl1,al, zero # move num2 into tl
add t2,a2,zero # move num3 into t2
add t2,t2,a3 # t2 = numl + num2
add t0,t0,tl # t0 = num3 + numé

sub tl1,t2,t0

# result = (numl + num2) - (num3 + numé);

add a0,tl,zero
# result returned in a0
jr ra
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RISC-V Assembly — Let's Go All In

5;

int vall
int val2;

int  val3 = 2; Silly Albert! Who are you kidding!

int vala[3] = {7,8,9};

char stringl[] = "abc"; Note that: numl, num2, num3 and numé4 are
char string2[3] = {'a','b',"'c'}; a0, al, a2, and a3, respectively.
char arrayl[5]; foo:
int  array2[2]; add t0,a0,zero into t0
short int array3[3]; add tl,al,zero into tl
add t2,a2,zero into t2
int foo (int numl, int num2, int num3, int add t2,t2,a3 # t2 = numl + num2
numé )
{ ) add t0,t0,tl # t0 = num3 + numé
int result;
result = (numl + num2) - (num3 + num4) ;
retsrn reéu;t- ) o e sub tl,t2,t0
) ! # result = (numl + num2) - (num3 + numé);
void main(void) { add a0,tl,zero
array2 [0] = foo(vall, val2, val3, val4[l]); # result returned in a0
} jr ra

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS



AS CS ADAPTIVE & SECURE " Ira A.Fulton Schools of
COMPUTING SYSTEMS % Eng i neeri ng

Arizona State University

RISC-V Assembly — Let's Go All In

int vall
int val2;
int val3d = 2;

int vald[(3] = {7,8,9};

5i .globl wvall

.section .sdata,"aw",@progbits
.align 2

.type vall, @object

.size vall, 4
char stringl[] = "abc";

. r vall:
char string2[3] = {'a','b','c'}; orerad 5
char arrayl[5]; .globl val2
int  array2[2]; .section .sbss,"aw",@nobits
short int array3[3]; .align 2
.type val2, @object
int foo (int numl, int num2, int num3, int -Slzé valz, 4
num4 ) val2:
{ .Z€ero 4
int result;
result = (numl + num2) - (num3 + numé4) ; .glob} val3
return result; .segtlon .sdata
} .align 2
.type val3, @object
void main(void) { .size val3, 4
array2 [0] = foo(vall, val2, val3, vald[l]); val3:
} .word 2

STAM Center
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RISC-V Assembly — Let's Go All In

int vall
int val2;
int val3d = 2;

int vald[(3] = {7,8,9};

5i .globl wvall

.section .sdata,"aw",@progbits
.align 2

.type vall, @object

.size vall, 4

char stringl[] = "abc";

. r vall:
char string2[3] = {'a','b','c'}; orerad 5
char arrayl[5]; .globl val2
int  array2[2]; .section .sbss,"aw",@nobits
short int array3[3]; .align 2
.type val2, @object
int foo (int numl, int num2, int num3, int -S1zé valz, 4
num4 ) val2:
{ .Z€ero 4
int result;
result = (numl + num2) - (num3 + numé4) ; .glob} val3
return result; .segtlon .sdata
} .align 2
.type val3, @object
void main(void) { .size val3, 4
array2 [0] = foo(vall, val2, val3, vald[l]); val3:
} .word 2

STAM Center
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UASCS

ADAPTIVE & SECURE
COMPUTING SYSTEMS

RISC-V Assembly — Let's Go All In

int vall = 5;
int val2;
int valld = 2;

int vala[3] = {7,8,9};

char stringl[]
char string2[3]

char arrayl[5];
int array2[2];
short int array3[3];

int foo (int numl, int num2,

numé )

{

int result;

result = (numl + num2)

return result;

}

void main(void) {

array2 [0] = foo(vall, val2, val3, vald[l]);

}

STAM Center
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|labc";
={la|,'blllcl}

int num3,

int

(num3 + numé)

°
14

vald:

stringl:

string2:

.globl val4
.data
.align 2

.type
.size

.word 7
.word
.word 9

(o]

.globl stringl
.section

.align 2

.type stringl,
.size stringl,
.string "abc”
.globl string2
.align 2

.type string2,
.size string2,
.byte 97

.byte 98

.byte 99

vald4, @object
vald, 12

.sdata

@object
4

@object
3

FSil

Ira A.Fulton Schools of

Engineering

Arizona State University
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RISC-V Assembly — Let's Go All In

.globl val4

int vall = 5; .data

int val2; .align 2

%nt val3 = 2; .type val4, @object
int vald[(3] = {7,8,9}; .size vald, 12

char stringl[] = "abc";
char string2[3] = {'a','b','c'};

char arrayl[5];

int  array2[2]; .globl stringl

short int array3[3]; .section .sdata
.align 2

int foo (int numl, int num2, int num3, int .t¥pe str}ngl, ¢obJect
.size stringl, 4

num4 ) n

{ stringl:
.string "abc”

int result;
result = (numl + num2) - (num3 + numé4) ;

return result; GELEISL  FrelElEL

y .align 2
.type string2, @object
void main(void) { .size string2, 3
array2 [0] = foo(vall, val2, val3, vald[l]); string2:
} .byte 97
.byte 98
.byte 99

STAM Center
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RISC-V Assembly — Let's Go All In

.globl arrayl

int  vall = 5; .section .sbss

int val2; .align 2

%nt vald = 2; .type arrayl, @object

int vald[3] = {7,8,9}; .size arrayl, 5
arrayl:

char stringl[] = "abc"; .zero 5
char string2[3] = {'a','b','c'};

ghar arrayl[5]; .globl array?
int  array2[2]; .section .sbss
short int array3[3]; .align 2
.type array2, @object
int foo (int numl, int num2, int num3, int -Size S
array2:
numé )
{ .Zero 8
int result;
result = (numl + num2) - (num3 + numé4) ;
.globl array3
return result; .
} .section .sbss
.align 2
void main(void) { .type array3, @object
array2 [0] = foo(vall, val2, val3, val4d[l]); .size array3, 6
} array3:
.Zero 6

STAM Center
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RISC-V Assembly — Let's Go All In

.text
int vall = 5; .align 1
int val2; .globl foo
int val3 = 2; .type foo, @function
int valda[3] = {7,8,9}; foo:
addi sp,sp,-48
char stringl[] = "abc"; swW s0,44 (sp)
char string2[3] = {'a','b','c'}; addi s0,sp,48
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sSwW a2,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)
int foo (int numl, int num2, int num3, int add a4,a4,ab
num4 ) 1w a3,-44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,a5
result = (numl + num2) - (num3 + numé4) ; sub a5,a4, a5
return result; SW a5,-20(s0)
} 1w a5,-20(s0)
0,a5
void main(void) { Tx :0’24(5 \
array2 [0] = foo(vall, val2, val3, val4[l]); 2ddi sp:sp,4§
} jr ra

STAM Center
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int val3 = 2; .type foo, @function
int  val4[3] = {7,8,9}; foo:
addi sSp,sp,-48
char stringl[] = "abc"; . S K ) d )
char string2 [ 3] = { 'a’ , 'b' tac pOInteI’ a Justmeht addi SO, Sp,48
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sw a2,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)
int foo (int numl, int num2, int num3, int add a4,ad,ab
num4d ) 1w a3,-44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,a5
result = (numl + num2) - (num3 + numéd) ; sub a5,ad,a5
return result; sw a5,-20(s0)
t 1w a5,-20(s0)
mv a0,ab5

void main(void) {

1w s0,44 (sp)
) - 11, val2, val 14[17]); '
array2 [0] oo(vall, val2, val3, vald[l]); addi sp,sp,48
} jr ra

STAM Center
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int vald = 2; .type foo, @function
int  val4[3] = {7,8,9}; foo:
addi Sp,sp,—-48
char string2[3] = {'a','b ave O ra'me pOInteI’. addl sU, sp, 48
= Caller's frame pointer a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sw az,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)
int foo (int numl, int num2, int num3, int add a4,a4,ab
numé4) 1w a3, -44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,ab
result = (numl + num2) - (num3 + num4) ; sub a5,a4,ab
return result; SwW a5,-20(s0)
} 1w a5,-20(s0)
mv a0,ab5

void main(void) {

1w s0,44 (sp)
) - 11, val2, val 14[17]); '
array2 [0] oo(vall, val2, val3, vald[l]); addi sp,sp,48
} jr ra

STAM Center
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RISC-V Assembly — Let's Go All In

int vall = 5;

int val2;

int val3d = 2;

int  val4[3] = {7,8,9}; foo:

char stringl]
char string2]

char arrayl[5
int array2[2
short int arra

int foo (int n
numé )

{

= The frame pointer (fp/s0) points to
the start of the stack frame

. It points to the base of the stack
frame
. Parameters passed in to the

subroutine remain at constant
places relative to the frame
pointer
» |t does not move for the duration of
the subroutine call

int resul

14

result = (numl + num2) - (num3 + numé4) ;
return result;

}

void main(void)
array2 [0] =
}

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS

{
foo(vall, val2, val3, vald[l]);

.align
.globl foo

.type foo, @function

addi sp,sp,-48

SW s0,44 (sp
addi s0,sp,48 (::)
SwW a0,-36(s(

sSwW al,-40(s0)
sSwW a2,-44(s0)
sSwW a3,-48(s0)
1w ad4d,-36(s0)
1w a5,-40(s0)
add ad,ad,ab
1w a3,-44(s0)
1w a5,-48(s0)
add a5,a3,ab
sub a5,a4,ab
sSwW a5,-20(s0)
1w a5,-20(s0)
mv a0,ab5

1w s0,44 (sp)
addi Ssp,sp,48
jr ra
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int val3 = 2; .type foo, @function
int vald[3] = {7,8,9}; foo:

addi sp,sp,-48
"abc"; sw s0,44 (sp)
i 0,sp.,48

a0,-36(s0)

char stringl[]
char string2[3] = {'a’,'} s Save the function arguments

char arrayl[5]: = |n case, sgmethlng al,—40(s0) @
int  array2[2]: happens in Fhe middle a2,-44(s0)
short int array3[3]; of the function a3,-48(s0
execution 1w a4,-36(s0)
. : . = Like divide by 1w a5,-40(s0)
int foo (int numl, int nur add ad,ad,as
numé ) Zero 1w a3,-44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,a5
result = (numl + num2) - (num3 + num4) ; sub a5,ad,a5
return result; sw a5,-20(s0)
} 1w a5,-20(s0)
mv a0,ab5

void main(void) {

1w s0,44 (sp)
) - 11, val2, val 14[17]); '
array2 [0] oo(vall, val2, val3, vald[l]); addi sp,sp,48
} jr ra

STAM Center
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int val3 = 2; .type foo, @function
int vald[3] = {7,8,9}; foo:

addi sp,sp,-48
"abc" ; SW s0,44(sp)

char stringl[]

char string2[3] = {'a’,'} = Perform actual operations — S0 EP e
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sSwW a2,-44(s0)
short int array3[3]; SW a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0
int foo (int numl, int num2, int num3, int
| ®
int result;
result = (numl + num2) - (num3 + numé4) ;
return result; SwW a5,-20(s0)
} 1w a5,-20(s0)
void main(void) { Tz :8’22 <
array2 [0] = foo(vall, val2, val3, vald[l]); 2ddi sp:spf4g)
} jr ra

STAM Center
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int val3 = 2; .type foo, @function
int valda[3] = {7,8,9}; foo:
addi sp,sp,-48
char stringl[] = "abc"; swW s0,44 (sp)
char string2[3] = {'a','b','c'}; addi s0,sp,48
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sSwW a2,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)
int foo (int numl, int num2, int num3, int add a4,a4,ab
num4 ) 1w a3,-44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,a5
result = (numl + num2) - (num3 + numé4) ; sub a5,a4, a5
return result; SW a5,-20(s0)

} lw a5,-20(s0
=  Return result v a0,ab
void main(void) { W s0,44 (sp)
14

5 = f 11, val2, val 14[1]);
} array2 [0] oo(vall, val2, val3, vald[l]); addi sp,sp,48

STAM Center
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int vald = 2; .type foo, @function
int val4[3] = {7,8,9}; foo:

sSp,sp,-48

char stringl[] = "abc"; s0,44(sp)

char string2[3] = {'a','b','c'}; addi sU,sp, 4o
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sw a2,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)

int foo (int numl, int num2, int num3, int add a4,a4,ab
num4 ) 1w a3,-44(s0)
{ 1w a5,-48(s0)

int result; add a5,a3,ab

result = (numl + num2) - (num3 + numé4) ; sub a5,a4,a5
return result; sw a5,-20(s0)
} 1w a5,-20(s0)

0,a5
void main(void) { . — s
’ * Rollback things (frame 1w s0,44 (sp)
array2 [0] = foo(vall, . . .
} pointer and stack pointer) addi sp,sp, 48

STAM Center
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RISC-V Assembly — Let's Go All In

fp/s0—>

sp —»

9P —»

pc —»

Stack Segment Variable Size
[Stack frames consisting of parameters,
return addresses and local variables]
I Free space
t
Heap Segment
[Dynamic variables managed by Variable Size
malloc(), free(), etc.]
BSS Segment Fixed Size
[Initialized global and static variables]
Data Segment - -
[Initialized global and static variables] Fixed Size
Text Segment Fixed Size

[Program code]

int v
int v
int v
int v
char s
char s
char a
int a
short i
int foo
numé )

{
in
re
re

}
void mai
array

}

STAM Center
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The frame pointer (fp/s0) points to
the start of the stack frame

It points to the base of the stack

frame

It is restored at the end of the call

to its previous value

foo:

.align

.globl
.type

addi
sw

addi

SwW
SwW
SwW
1w
1w
add
1w
1w
add
sub
SwW
1w
mv
1w
addi

foo

foo, @function

Sp, sp,—48
s0,44 (sp)
s0,sp,48

al,-40(s0)
a2,-44(s0)
a3,-48(s0)
ad4d,-36(s0)
a5,-40(s0)
ad,ad,ab
a3,-44(s0)
a5,-48(s0)
a5,a3,ab
a5,a4,ab
a5,-20(s0)
a5,-20(s0)
al,a5
s0,44 (sp)
Sp,sp,48

“IraA. Ful_ton Schoo!s of
%l Engineering

Arizona State University
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int val3 = 2; .type foo, @function
int valda[3] = {7,8,9}; foo:
addi sp,sp,-48
char stringl[] = "abc"; swW s0,44 (sp)
char string2[3] = {'a','b','c'}; addi s0,sp,48
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sSwW a2,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)
int foo (int numl, int num2, int num3, int add a4,a4,ab
num4 ) 1w a3,-44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,a5
result = (numl + num2) - (num3 + numé4) ; sub a5,a4, a5
return result; SW a5,-20(s0)
} 1w a5,-20(s0)
mv a0,ab5

void main(void) {

array2 [0] = foo(vall, val2, val3, val4[l]); =~ . 50’44(??)

}

STAM Center
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= Jump out and time to go
Albert!
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RISC-V Assembly — Let's Go All In

int vall

int val2; .globl foo
int val3 = 2; .type foo, @function
int valda[3] = {7,8,9}; foo:
addi sp,sp,-48
char stringl[] = "abc"; swW s0,44 (sp)
char string2[3] = {'a','b','c'}; addi s0,sp,48
sw a0,-36(s0)
char arrayl[5]; sw al,-40(s0)
int array2[2]; sSwW a2,-44(s0)
short int array3[3]; sw a3,-48(s0)
1w a4,-36(s0)
1w a5,-40(s0)
int foo (int numl, int num2, int num3, int add a4,a4,ab
num4 ) 1w a3,-44(s0)
{ 1w a5,-48(s0)
int result; add a5,a3,a5
result = (numl + num2) - (num3 + numé4) ; sub a5,a4, a5
return result; SW a5,-20(s0)
} 1w a5,-20(s0)
mv a0,ab5

void main(void) {

array2 [0] = foo(vall, val2, val3, val4[l]); =~ . 50’44(??)

}

STAM Center
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= Jump out and time to go
Albert!
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RISC-V Assembly — Let's Go All In

.Zero 6

int vall = 5; .text
int val2; .align 1
int val3 = 2; SEkElL s .
int vald[3] = {7,8,9}; . .type main, @function
main:
addi sp,sp,-16
char stringl[] = "abc"; sw ra,12(sp)
char string2[3] = {'a','b','c'}; sw s0,8(sp)
addi s0,sp,16
. lui a5,%hi(vall)
c.:har arrayl[>]; 1w a4,%lo(vall) (ab)
int array2[2]; lui a5,%hi(val2)
short int array3[3]; 1w al,%lo(val2)(a5)
lui a5,%hi(val3)
1w a2,%lo(val3) (a5)
int foo (int numl, int num2, int num3, int lui a5,%hi(val4)
num4 ) addi a5,a5,%lo(vald)
1w a5,4(ab)
{ : mv a3,ab
int result; v a0, a4
result = (numl + num2) - (num3 + numéd) ; call foo
return result; mv ad,al
} lui a5,%hi(array2)
swW a4,%lo(array2) (a5)
void main(void) { 1i a5,0
array2 [0] = foo(vall, val2, val3, val4[l]); T:’V ig:?;’(sp)
} 1w s0,8(sp)
addi sp,sp,16
jr ra

STAM Center
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int
int
int
int

char
char
char
int
short

vall = 5;
val2;
val3d = 2;

vald4[3] = {7,8,9};

stringl[] = "abc";
string2[3] = {'a','b',"'c'};

arrayl[5];
array2([2];
int array3([3];

int foo (int numl, int num2, int num3, int

numé )

{

int result;

result = (numl + num2) - (num3 + numé)

return result;

}

void main(void) {

array2 [0] = foo(vall, val2, val3, vald[l]);

STAM Center
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main:

.Zero
.text
.align
.globl
.type

lui

lui
addi
1w
mv
mv
call
mv
lui
sw
1i
mv

6

1
main
main, @function

sp,sp,-16
ra,l2(sp)

s0,8(sp)
s0,sp,16

— —
a4,%lo(vall) (a5)
a5,%hi(val2)
al,%lo(val2) (a5)
a5,%hi(val3)
a2,%lo(val3) (a5)
a5,%hi(val4)
a5,a5,%lo(vald)
a5,4(ab)

a3,ab

al0,ad

foo

ad,al
a5,%hi(array2)
a4,%lo(array2) (a5)
a5,0

a0,a5

s0,8(sp)

sp,sp,16
ra

“IraA. Ful_ton Schoo!s of
%‘ Engineering
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Useful Pseudo-instructions

Meaning

Actual Translation

mv rd, rs

Copy register rs to rd

addird, rs, O

li rd, immediate

Load immediate into rd

addi rd, $0, immed

beqz rs, offset
bnez rs, offset
bgtz rs, offset

Branch if = zero
Branch if I= zero
Branch if > zero

beq rs, x0, offset
bne rs, x0, offset
blt x0, rs, offset

jrrs

j offset
jal offset

jalrrs

Jump

Jump and link

Jump register

Jump and link register

jal x0, offset
jal x1, offset
jalrx0, rs, 0
jalrx1,rs, 0

call offset

Call far-away subroutine

auipc x6, offset[31:12]
jalr x1, x6, offset[11:0]

ret

Return from subroutine

jalrx0, x1, 0

nop

Do nothing useful

add x0, x0, x0

STAM Center
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Function Entry

prolog:
addi sp, sp, -16 # -16 (frame size) depends on the amount of space needed
sSwW ra, 12(sp) # offset must be framesize-4
SW fp, 8(sp) # store the caller's fp
sSwW gp, 4(sp) # store caller's gp
mv fp, sp # fp is now the new function's frame base pointer
# ..
# The actual functional body of the function
# ..
epilog:
1w gp, 4(sp)
1w fp, 8(sp)
addi sp, sp, 16 # reverse the effect of first instruction
jr ra

STAM Center
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Assembly Programs

= |f (condition) then do this

1if (1 ==
i++ ;
Jt+;

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS

) Assuming tl stores i and t2 stores j:

NEXT

bne t1, t2,
addi t1, t1,
addi t2, t2,

NEXT
1
1

# branch if !( i == j )
# i++
# 4+
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Assembly Programs

* |f (condition) then do this else do that

if ( i == ] &§& 1 == k ) Assuming t0 stores i, tl stores j, and t2 stores k:

bne tO0,

. bne tO0
1++ g
r addi to,
else j NEXT
14

NEXT: add t1,

(]
I
-
+
o

STAM Center
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tl, ELSE # condl: branch if !/(
t2, ELSE # cond2: branch if !/(

t0,

tl,
t0,

1

1
t2

i
i

= U,
N

# if-body: i++
# jump over else
# else-body: j++
# j =1+ k

IraA. Ful_ton Schoo!s of
Engineering

Arizona State University

FSil
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Assembly Programs

= While (condition) then keep doing this

while ( 1< J ) Assuming t0 stores i, tl stores j, and t2 stores k:

{ Loop: bge t0, tl, DONE # branch if ! ( i < j )
k =k * 2; add t2, t2, t2 #k =k * 2
i++; addi t0, tO0, 1 # i++
j Loop # jump back to top of loop
} DONE :

STAM Center
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Assembly Programs

* For (these many times) do this

for (l — 0; i < oF i++) Assuming t0 stores i, tl stores j, and t2 stores k:
{ addi t0, $0, 0 #1i=0
k = k * 2 Loop: bge t0, tl, DONE # branch if ! (i < j )
! add t2, t2, t2 #k =k * 2
} addi t0, t0, 1 # i++
j Loop # jump back to top of loop
DONE:

STAM Center
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switch( 1 ) {
case 1:
i++
break;
case 2:

i += 2
break;
case 3:

i += 3
break;

STAM Center
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e

e
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Assembly Programs

* For (these many times) do this

Assuming t0 stores i and tl stores temp:

addi tl1l, zero, 1 # case l: set temp to 1

bne t0, tl, CASE2 # false: branch to case 2

j CASE1l BODY # true: branch to case 1 body
CASE2:

addi tl1l, zero, 2 # case 2: set temp to 2

bne t0, tl, CASE3 # false: branch to case 3

j CASE2_ BODY # true: branch to case 2 body
CASE3:

addi tl1l, zero, 3 # case 3: set temp to 3

bne t0, tl, EXIT # false: branch to exit

j CASE3_ BODY # true: branch to case 3 body
CASE1l BODY:

addi t0, tO0, 1 # case 1 body: i++

j EXIT # break
CASE2_ BODY:

addi t0, tO0, 2 # case 2 body: i += 2

j EXIT # break
CASE3_BODY:

addi t0, tO0, 3 # case 3 body: i += 3

j EXIT # break
EXIT:
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Assembly Programs

= Short program

clear(int array[], int size)

{

int i;
for (1 = 0; 1 < size; 1 += 1)
array[i] = 0;
} mv t0, zero # 1 =0
Loop: sll t1,t0,2 # tl = 1 * 4
add t2,a0,tl # t2 = &array[i]
sw zero, 0(t2) # array[i] = 0
addi to0,t0,1 #1i=1+1
slt a3,t0,al # a3 = (1 < size)
bne a3,zero,Loop # if (..)
# goto loop

STAM Center
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Data Addressing Modes

= RISC-V has four data addressing modes

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS

1.Register
= Data is in a register
2.Immediate
= Data is specified in the instruction directly

3.Displacement
» Data is in memory with address calculated as Base + Offset

4.PC-Relative

» Data is in memory with address calculated as PC + Offset

Registers ("

3 100
2 17
1 114
0 2

\Addresses Data
Memory %

Processor Data transfer

“IraA. Ful_ton Schools of
%‘ Engineering

Arizona State University
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Data Addressing Modes
= RISC-V has four data addressing modes

= Memory related addressing modes

= Register indirect
e add x2, (x1)
o x1 €& x2+Mem|[x1]
= Displacement
« add x2, 64(x1)
e x1 € x2+Mem[b64+x1]

Registers (" 1)
3 100
2 17
1 114
0 2
\Addresses Data )
Memory %
Processor Data transfer

STAM Center
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Data Addressing Modes

» Other memory address modes (non RISC-V)

» Direct or absolute

= 5dd x1,(1024)
» x1 € x1T+Mem[1024]

= Memory indirect
= add x1,@(x3)
» x1 € xT+Mem[Mem[x3]]

Registers (" 1)
3 100
2 17
1 114
0 2
\Addresses Data )
Memory %
Processor Data transfer

STAM Center

SECUR ASSURED MICROELECTRONICS
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The Big Picture
Y

#include <stdio.h>
int main()
{

printf("Hello, Albert!\n");
return 90;

// Albert, this is a comment line!

RegWrite

inst<19:15>
ns| 20>
nst<11:7>

inst<14:12>

Instrcution

Processor Data transfer

C program
assembly code
M
object code library routines

s N

3 100

5 7 executable

0 2
\Addresses Data ) memory

viemery A \ /

\

STAM Center
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Application Compiling Process
= High-level language program (in C)

void swap (int array[], int i) {

int temp; one-to-many

temp = array[i];

array[i] = array[i+l];

array[i+l] = temp; C compiler

= Assembly language program (for RISC-V)

swap:

addi sp,sp,-48
mv ab5,al

1d s0,40(sp)
addi sp,sp,48

STAM Center jr ra

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS



AS C S ‘ADAPTIVE & SECURE " Ira A.Fulton Schools of
COMPUTING SYSTEMS % Eng i neeri ng

Arizona State University

Application Compiling Process
= Assembly language program (for RISC-V)

swap:

addi sp,sp,-48

mv ab5,al

. one-to-one

1d s0,40(sp)

addi sp,sp,48 assembler

jr ra

= Machine (object, binary) code (for RISC-V)

111111010000 00010 000 00010 OO10011
000000110000 00010 000 01000 OO10011

STAM Center
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Application Compiling Process

= Assembler (or compiler) translates program into machine instructions

= Provides information for building a complete program from the pieces
» Header: described contents of object module
= Text segment: translated instructions
= Static data segment: data allocated for the life of the program

= Relocation info: for contents that depend on absolute location of loaded
program

= Symbol table: global definitions and external refs
* Debug info: for associating with source code

STAM Center
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Application Compiling Process
= Machine (object, binary) code (for RISC-V)

= Memory organization

STAM Center

SECURE, TRUSTED, AND ASSURED MICROELECTRONICS

fp/sO—>

sp —»

111111010000 00010 000 00010
000000110000 00010 000 01000
Stack Segment Variable Size
[Stack frames consisting of parameters,
return addresses and local variables]
v } Free space
t
Heap Segment
[Dynamic variables managed by Variable Size

9P —»

pc —»

malloc(), free(), etc.]

BSS Segment Fixed Size
[Initialized global and static variables]

Data Segment - :
[Initialized global and static variables] Fixed Size

Text Segment Fixed Size

[Program code]

0010011
0010011

Loader
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Application Compiling Process

* Load from image file on disk into memory
1. Read header to determine segment sizes

Create virtual address space

Copy text and initialized data into memory

Set up arguments on stack

. Initialize registers (including sp, tp, gp)

6. Jump to startup routine

= Copies arguments to a0, ... and calls main

SICNNNIN
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The Big Idea in Today’s Computers

= Stored Program Computer

Program = A sequence of instructions

= [nstructions represented in binary, just like data
* |[nstructions and data stored in memory
= Programs can operate on programs

= e.g., compilers, linkers, ...

= Binary compatibility allows compiled programs to work on different
computers
= Standardized ISAs

STAM Center
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The Big Picture
Y

#include <stdio.h>
int main()

{

// Albert, this is a comment line!
printf("Hello, Albert!\n");
return 0;

C program

assembly code

A

assembler

object code

RegWrite

clk J'
inst<19:15> ! We
ST<24:

n: > rs1

rs2 rdi|
nst<11:7>

w:

Let’s start with the processor

0

Addresses
\_

executable

Data transfer

Memory

Albert! It is time to build the
computer from the ground up

STAM Center
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Next Lecture Module

= RISC-V ISA

STAM Center
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