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Secure Computation Approaches

Trusted Execution

Environments (TEE)

Pros
= No communication required
= Trivial to accelerate

= Qreat support for existing
software

Cons

= Weaker security guarantees

= Cannot stop determined
adversaries

= Historically plagued by
vulnerabilities and breaches

= Long term deployment is

difficult — TEE's can ‘run out’ of
entropy / CRP’, etc.
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Mixed Criticality Computing Systems

= Current state of affairs:
* Trusted/untrusted applications running on trusted/untrusted cores
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Trusted Execution Aware Design

= Develop a new trust-aware architectural framework for integrating multiple heterogeneous
IPs or tenants, secure to non-secure cores, in the same chip design
 Hardware virtualization through trusted, non-trusted and unknown island partitioning
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What are TEEs?

» |solated Execution
* Isolated data cannot be read or write by other regions
* Dedicated memory management

» Secure Storage
* Main memory
 Optionally non-volatile storage
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What are some major TEEs

= ARM Trust Zone

* Separates rich OS with smaller secure OS
= SGX

» Software Guard Extension
= Sanctum

* Builds on top of SGX
= Keystone

* Open-source Framework, RISCV based

= AMD Platform Security Processor (PSP)

* A trusted execution environment subsystem incorporated into AMD
MICroprocessors
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Secure Processor Design

= Common approaches among the

techniques:

* A mechanism to categorize the
trusted and non-trusted processes /
programs / memory regions etc.

* Separation (physically or logically) of
trusted and non-trusted parties

* Hardware-based cryptography
(authentication, secret key or
random number generation) to
provide higher level of trust than

software-based

Secure
Processor

PC Manufacturer
= Security Features

@——— Windows® 10 Security
-Secured-core PC

@——— AMD Memory Guard
@——— AMD Secure Processor

¥ > e—— AMD Architecture
-AMD Shadow Stack
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Secure Processor

= A single-chip secure processor that
ensures the authenticate execution
of programs under physical attacks

= Security foundations

* Having all trusted components in
a single tamper/probing-
resistant processor

 PUF for chip authentication and
cryptographic key generation;

* Off-chip (untrusted) memory
protection
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Design: MIT Aegis
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Secure Processor

" Pros

* The single chip solution is more
convenient to apply protection to

and cheaper than multi-chip
solutions

« PUF Erovides unique cryptographic
key that is hard to predict or model.

» Off-chip memory is protected by
integrity verification (V) and
memory encryption (ME)

= Cons

* Latency brought by hash verification
in [V and decryption in ME
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Design: MIT Aegis
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Secure Processor Design: Apple Solution

= Apples Secure Enclave
Processor (SEP)

* A processor creating a logical wall
between software and sensitive

security functions

= Security foundations

e Secure Enclave Processor

= The SEP provides the main comEuting
power for the Secure Enclave (SE)

» To provide the strongest isolation, the
SEP is dedicated solely for SE use
* This helps prevent side-channel attacks
that depend on malicious software
sharing the same execution core as the
target software under attack
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Secure Processor Design: Apple Solution

= Security foundation

 Memory Protection Engine

» The SE operates from a dedicated
region of the device’s DRAM memory

» Whenever the Secure Enclave writes to
its dedicated memory region, the
Memory Protection EXwgine encrypts the
block of memory using AES in Mac XEX
mode, and calculates a Cipher-based
Message Authentication Code (CMAC)
authentication tag for the memory

« The Memory Protection Engine stores
the authentication tag alongside the
encrypted memory

= When the Secure Enclave reads
the memory, the Memory
Protection Engine verifies the
authentication tag

Application Processor

TRNG

Secure Enclave
AES Engine

PKA

Secure Nonvolatile Storage
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Secure Processor Design: Apple Solution

= Security foundations

e True Random Number Generator

= The True Random Number Generator (TRNG) is used
to generate secure random data

* Root Cryptographic Keys
* The Secure Enclave includes a unique ID (UID) root
cryptographic key
* The UID is unique to each individual device
« Avrandomly generated UID is fused into the SoC at
manufacturing time

» The Secure Enclave also has a device group ID (GID),
which is common to all devices that use a given So

* Secure Enclave AES Engine

» The Secure Enclave AES Engine is a hardware block
used to perform symmetric cryptography based on the
AES cipher

« The AES Engine is designed to resist Iea_kinggpinformation
by using timing and Static Power Analysis (SPA)

+ The AES Engine supports hardware and software keys

» Hardware keys are derived from the Secure Enclave
UID or GID

» Secure nonvolatile storage

* The Secure Enclave is equipped with a dedicated
secure nonvolatile storage device

= The secure nonvolatile storage is connected to the
Secure Enclave using a dedicated 12C bus, so that it
can only be accessed by the Secure Enclave

» The secure nonvolatile storage is used for all anti-
replay services in the Secure Enclave.

Application Processor
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Secure Processor Design: Apple Solution
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Secure Processor Design: ARM Trust Zone

» Two logic zones
» Secure world with access to all data
 Normal (non-secure) world with access to non-sensitive data

= Security Attribution Unit (SAU) and Implementation Defined Attribution Unit (IDAU)

» Determine which memory region should belong to which world
* The switch of the two worlds are through a secure gateway (SG) with secure monitor
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ARM Trust Zone Runtime Behavior

= ARM Cortex-A processor has 3 | Rich Execution Environment || Trusted Execution Environment

(TEE)

(REE)

execution modes

 User mode, kernel mode, and
hypervisor mode

= ARM’s TrustZone introduces a
new mode - the Secure Monitor

$ | TEE Functional API

[,, ~ TEECient APl

mode

* In this new mode, the CPU can
access all of the device's peripherals
and memory

* When not operating in this mode,
the CPU can Oﬂ|y access a subset of Cortex-A Hardware Platform (TBSA Compliant)
peripherals and specific ranges of
physical memory

Rich OS

Trusted OS
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Secure Processor Design: Intel TXT

» |ntel Trusted Execution Technology
(TXT)

* A hardware-based technology to
examine the authenticity of the

operating system and its running
environment

= Security foundation

* Trusted platform module (TPM) to
provide secure storage

« Static and dynamic chains of trust;

* Hardware-based authenticated code
module (ACM)

INTEL® TXT

INTEL TRUSTED EXECUTION TECHNOLOGY

1. SYSTEM POWERS ON AND INTEL TXT
VERIFIES SYSTEM BIOS, CRITICAL
FIRMWARE AND THEN HYPERVISOR

) 2. HYPERVISOR MEASURE MATCHES

3. 0S AND APPLICATIONS ARE
—— LAUNCHED, PLATFORM
’ TRUST STATUS ATTESTABLE

2. HYPERVISOR MEASURE
DOES NOT MATCH

3. POLICY ACTION ENFORCED, UNTRUSTED
STATUS ATTESTABLE
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Secure Processor Design: Intel TXT

» |ntel Trusted Execution Technology
(TXT)
= Security foundation

* Trusted platform module (TPM) to
provide secure storage

« Static and dynamic chains of trust;

* Hardware-based authenticated code
module (ACM)

= Known attacks
e Butter overflow at runtime

« System management mode (SMM)
infection, which is the most privileged
software loaded

* Bootloader infection to execute the
attacker’s own code

INTEL® TXT

INTEL TRUSTED EXECUTION TECHNOLOGY

1. SYSTEM POWERS ON AND INTEL TXT
VERIFIES SYSTEM BIOS, CRITICAL
FIRMWARE AND THEN HYPERVISOR

2. HYPERVISOR MEASURE MATCHES

3. 0S AND APPLICATIONS ARE
—— LAUNCHED, PLATFORM
TRUST STATUS ATTESTABLE

2. HYPERVISOR MEASURE
DOES NOT MATCH

3. POLICY ACTION ENFORCED, UNTRUSTED
STATUS ATTESTABLE
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Secure Processor Design: Intel SGX

= Software guard extensions

» Allow definition of regions of Untrusted Part of App Trusted Part of App

memories called enclaves R Call Gate

« Contents intended to be Create Enclave — Execute
protected and unreadable by % %
any process outside of the -
enclave including processes at Call Trusted <o 09580981
higher privilege levels Function (etc.) mBU3bCVAZPA9Q

= Even though OS is untrusted, it %
should still be able to manage ﬁ

page translation and page tables of
the enclve
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Secure Processor Design: Enclaves

for each thread supported

= Enclave has its own code and data T o 7
areas. Provides confidentiality and
integrity with controlled entry points —
» Enclave code and data cannot be
accessed from outside the enclave, Enclave
even by the OS
= TCS: Thread Control Structure —
* SGX supports multithreading; one TCS \_ J
\ J

User Process Enclave
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Physical Memory

» PRM - Processor Reserved Memory
allocated by the BIOS. Access to PRM is
blocked by external agents (DMA, —
graphics engine, etc.)

 To other devices this range is treated as non-
existent memory —EPC
 All SGX enclaves mapped into the PRM PRM

= EPC Pages: Enclave page cache holds
enclaves from any application.
* Divided into 4KB pages
* It an EPC page is valid, it either contains an

SGX enclave page or EPCM (EPC micro-
architecture structure)
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Physical Memory

= EPCM: Enclave page cache map
* One for each EPC
* Used by hardware for access control

* |t stores management related aspects
for the corresponding EPC —EPC
= Aspects such as valid/invalid; r/w/x
permissions PRM
= Type of page
= Virtual address range through which
EPC can be accessed

= |t is an additional layer of security
compared to legacy paging and
segmentation since we do not trust the

oS
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Physical memory

s SECS: SGX Enclave Control Store

 One for each enclave
* 4KB (present in an EPC)

« Contains global metadata about the
enclave
= EPC pages that are used PRM

* Mapping information
 Crypto log of each used EPC page

= Range of protected addresses used by
the enclave

= 32/64 bit operating mode
» Debug access

—EPC
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Sanctum

--------------------------------------------------------

e
= Based on the analysis of SGX, offers g o] ol o]

additional protection against memory
access pattern side-channeling
= HW/SW Co'd95i9n implementation; N e e

he || LLC Cache || LLG Cache |

minimal and minimally invasive hardware e T e
modifications with a trusted software Lo o | g | |
security monitor —

» Hardware - Cache Address Shifter, shift PPN

right by certain bits for obfuscation

= Software - Security Monitor, reFIacing SGX e | ]
microcode, h|gP|1v{or|V|Iege level;

C O n t ro | S éSupervisor [ Enclave management |

page walker FS o e
U Encl tup ‘ Encla
Encl yscall shim: (<> Sanctum-aware runtim:
Non-sensitive code and dat Sensit de and dat:




* Ira A.Fulton Schools of
Engineering
Arizona State University

STAM Center

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Sanctum Memory

= Hardware extension for dual page table lookup

* Ensure enclave page table only map to enclave memory and OS page
tables only map to non-enclave memory

» Per enclave metadata used by SM Stored in DRAM regions
managed by the OS

 Page map similar to EPCM in SGX to verify actions of the OS
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Keystone

= Open-source framework for customized TEEs

= Can be implemented on unmoditied RISC-V hardware
* No changes to cores, memory controllers

= Required hardware platform features
* Trusted boot process
» Device specific secret key (visible only to the trusted boot process)
» Hardware source of randomness

= Support multiple enclaves
= Allow multiple stakeholders to customize a TEE
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Keystone: Security Monitor (SM)

» Executed in machine mode

* Physical Memory Protection (PMP) allows enforcing access
policies to physical memory
= Use hardware primitives to provide TEE guarantees
* Secure boot

* Memory isolation
« Attestation

* No resource management
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Keystone: Enclaves

= Two components

* User mode: Enclave application (eapp)

* Supervisor mode: Runtime (RT)
= Own isolated physical memory region

* RT manages virtual memory for the enclave
= Enclave measurement after creation

* SM performs measurement and attestation
» Page tables always inside enclave memory
= Dynamic resizing

 Extended SBI call to OS

* |f OS succeeds, SM increases enclave size
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Keystone Components

User
(U-mode)

Supervisor
(S-mode)

Higher Privilege

Machine
o (M-mode)

Trusted
Hardware
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Untrusted Enclave 1 r \

— oo 1 Enclave 2

nclave App
App App (Eapp) Eapp 2
Operating System | [ | o\ time (RT) 1 RT 2
(©S) . . )
Security Monitor (SM)
RISC-V Cores || Optional H/W Features | | Root of Trust

D. Lee, D. Kohlbrenner, S. Shinde, D. Song, and K. Asanovi¢, “Keystone: An Open Framework for Architecting TEEs,” 2019.
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The Hermes Architecture

= An integration template
to enable a secure SoC | — =1
bu | |t .[_'r om u ntru St e d - Memory Controller Scratchpad Memory Memory Controller = F
processing elements (PE)

« With user-defined security
policy

1o}

On-chip LL Cache
On-chip LL Cache

HE EEEE EEEEER
193008 AIOWS [Bue)Xa

s

‘o@ow Controller Scratchpad Memory Memory Controller
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Hermes Architecture Features

= A template to integrate processing

elements with different security
levels — [ X
| A p ro Cess i SO | ati O n d e S i g n to E E Memory Controller Scratchpad Memory Memory Controller E E

create virtual logic zones according
to PEs’ runtime HW & SW security

» Hardware root-of-trust and a set of
formally verified secure protocols

and to resist malicious behaviors of
PEs

= A set of quantum-proof hardware
cryptographic primitives to
guarantee the model’s post-
quantum security
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Hermes Design Principles

LIJWLIJ

= Integrating processing
elements with different
security levels

* In this design, no restrictions
are made on the type, trust
level or provenance of the
cores

* A user-programmable security
wrapper built around the
processing elements

 Although we cannot control
what a PE does, its
interactions with the rest of
the system is fully specified
and verified!
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Hermes Design Principles

" |nterface-based
hardware as the root-
of-trust design
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Hermes Hardware as

»  Multi-Identity Physical Unclonable Functions (Mi-PUF)

~
Iden-Sel ~
‘ ~
' ' ! ~
~
SAC Network ~
T
. L] .
First Encoder
I

~ Enc-Dec
~o ” Front-End Engine

Bypass Datapath

¥

Conventional |

Packetizer [~

New
Back-En

Key Box
MAC
Master Key)
% —
Key Chain

[ Key
( Manager |

Hash Function|
Engine

Packetizer

d

Public Key Exchange Path

= Programmable TRNG using Lorenz Chaotic Systems
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Design

»  Threshold-based authorization of services

Stage 1.
S
—

[ EtM() Encoder ]

]
E

¥
[Share Distribution]

Stage 2. t Cest=0

Secret
Reconstruction

Secret
Authentication

N

o

Stage 3. Cest < N3

[

Stage 4. n/3 = Cgst= n-t

JR

Share Correction
(by Reed-Solomon
Decoder)

Able to correc
shares?

Secret
Reconsiructlon

Secret
Authentication

N

Cheaters
identified?

Cest > N -t
Extra Invitation
(optional)

Correct secret retrieved; cheaters identified.
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Hermes Hardware as Root-of-Trust

= Support for multi-level user-
detfined security protocols

Front-end and back-end
packetization

Processing and verifying
incoming and outgoing
requests

Generation of new session keys
upon island membership
change

Public-key & symmetric
encryptions of packets

Access privilege identification

Network Interface

¢

Router

I .
| )

Fsi

Arizona State University

Ira A.Fulton Schools of

Engineering

Design
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",“ Engine
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—= MAC
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Secure Computation Approaches

Fully Homomorphic
Encryption (FHE)

Pros
= Very low communication costs

= Requires a single round of
communications, i.e., “fire and
forget”

» Useful when one side is limited
in compute / memory / storage

» Provably secure - relies on
strength of PKE

Cons

= Very high computational
requirements

» Harder to accelerate
= Mapping existing algorithms to
FHE may be difficult
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Upcoming Lectures

= Secure Computation Approaches
* Homomorphic Encryption



